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History of releases

Added clarifications in the “GSD multi-user solution installation”

Annex.

RELEASE DATE ISSUES STATUS!
1.0 01/03/2021 | First version. Applicable for TIPS Draft
1.0.1 06/04/2021 | Second version, clarifications on support for terminal servers Draft
1.1 05/05/2021 | Third version. Extension to CLM and RTGS GUIs Final
1.2 26/07/2021 | Added terminal server support for Ascertia client. Extension to Final
ECMS. Ascertia client URLs changed. Minor clarifications on U2A
configurations. Added section in the annex concerning the GSD
multi-user solution
1.3 20/08/2021 | Minor integrations to GSD multi-user solution installations Final
Notes and typos amended
1.3.1 15/10/2021 | Added notes about HSM based certificate usage.

1 Status value : Draft, Open, Final, Dismiss
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1 INTRODUCTION

1.2 Purpose and Objectives

This document describes the general configuration that ESMIG users shall be complaint with in order to
access TIPS, ECMS, RTGS, CLM and CRDM GUI via the ESMIG web portal. A specific section is devoted
to describe the technical framework needed to fully implement the non-repudiation of origin
functionality (NRO). This solution will be implemented in TIPS via the Change Request TIPS-0034-SYS,
when the applet technology will be decommissioned in favour of a browser’s java plugin independent
solution. In RTGS and CLM GUIs the same solution will be implemented according to the official plan.

1.2.1 Background remarks

The aim of the ESMIG qualified configurations is to provide ESMIG users with a specific configuration
that is proved to be fully working.

As already mentioned, the NRO solution, based on the Ascertia Go>Sign Desktop application, will be
the unique U2A NRO solution to be adopted for TARGET services, therefore only one version of the
Go>Sign Desktop client will be used and distributed across the different services.

Important also to hightlight that Go>Sign Desktop client applications are already in use in TARGET2 for
Internet Access and Contingency Network and 4CBs will guarantee that no different versions are needed
by the relevant services using the client, before the go-live of CSLD project.

1.2.2 Qualified configurations

As already mentioned, the 4CB has qualified a specific subset of the NSPs compatibility matrix. These
configurations have been extensively tested and support on them is guaranteed.

NSP SWIFT SIA-COLT
(O] Windows 10
Browser Google Chrome 88.0+,

Firefox 78.0+

Go>Sign >6.0.0.14
Desktop

These cryptographic key stores, used to access the signing keys, are supported:

o PKCS#11 for hardware-based tokens
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. HSM based certificates (as per NSP specifications)

The 4CB will ask customers running a software version lower than that qualified to upgrade to a qualified
version in order to proceed with problem investigation.

The 4CB will investigate issues experienced by customers while running a software version higher than
that qualified: If the root cause is linked to the specific software version, then the 4CB will attempt to
find a workaround (which may involve customers downgrading their software to a qualified version).
The 4CB will evaluate whether a fix for the issue can be included in a future relevant TARGET Service
GUI release.

Customers using totally or partially different system components or versions than those mentioned are
then responsible to verify the full compatibility with the relevant TARGET Service GUI in the test
environments and the system. The 4CB will in any case, provide support to the maximum extent possible
for checking / testing alternative configurations in order to support troubleshooting process.

The local customer system set-up, i.e. adaption of the local firewall and security policies in order to
enable the client installation, HTTPS transfer communication, access to the certificates on the USB
tokens from the client machines (either physical or remote workstations) is under the sole responsibility
of the end users (that may also need to involve their internal IT Dept. as well as external providers, in
case of product specific issues).

Technical requirements and recommendations

1.3.1 Download mechanism

The client is available for download at the following URLs on the ESMIG portal:

EAC PORTAL

https://esmig-eac-portal.u2a.sianet.sia.eu/gosign/download/32bit_client

https://esmig-eac-portal.emip.swiftnet.sipn.swift.com/gosign/download/32bit_client

https://esmig-eac-portal.u2a.sianet.sia.eu/gosign/download/64bit _client

https://esmig-eac-portal.emip.swiftnet.sipn.swift.com/gosign/download/64bit client

UTEST PORTAL

https://esmig-cert-portal.u2a.sianet.sia.eu/gosign/download/32bit client

https://esmig-cert-portal.emip.swiftnet.sipn.swift.com/gosign/download/32bit client

https://esmig-cert-portal.u2a.sianet.sia.eu/gosign/download/64bit_client

https://esmig-cert-portal.emip.swiftnet.sipn.swift.com/gosign/download/64bit client
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PROD PORTAL

https://esmig-portal.u2a.sianet.sia.eu/gosign/download/32bit_client

https://esmig-portal.emip.swiftnet.sipn.swift.com/gosign/download/32bit client

https://esmig-portal.u2a.sianet.sia.eu/gosign/download/64bit client

https://esmig-portal.emip.swiftnet.sipn.swift.com/gosign/download/64bit_client

(64bit version is recommended ; 32bit to be used in case of specific needs).

The full installation guide provided by Ascertia is distributed separately and it can be used as reference
for specific needs (e.g. automated installations).

Downloading and installing the Go>Sign Desktop client is a mandatory step to sign U2A requests.
Installation requires administrative privileges; local IT support must be involved to make sure the
installation correctly ends.

Please make sure the correct version Go>Sign desktop is installed. To check this please right click on
the go sign icon and choose “about”. After that the following window appears:

About >

Go>Sign Desktop
’7 6.6.0.14
Build No: 66014.100920.202009101146.01bb97
' For the latest information visit:
',_J.l www ascertia.com

@ Ascertia. All rights reserved

Detailed installation steps and troubleshooting tips for Multi User environment are reported in the Annex.

1.3.2 Go>Sign Desktop Client Requirements
The client invocation on user side will be triggered by the web application (via Javascript) with the first
attempt to sign an instruction (and each time the user needs to sign one) and is transparent to users.

ADSS Go>Sign Desktop relies on TLS communication only with the web application (port 8782). This
communication is secured using a TLS server certificate having hostname:

client.go-sign-desktop.com.

Therefore, the local client machine must be able to resolve this FQDN (Fully Qualified Domain Name
complete domain name for a specific computer, or host, on the internet) to itself.

In order to achieve this, the standard procedure foresees that the Go>Sign Desktop Installer
automatically adds the entry :
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127.0.0.1 client.go-sign-desktop.com

in the Operating System host file to register the client.go-sign-desktop.com as a local domain (Windows
0S: C:\Windows\System32\Drivers\etc\hosts).

This will add the FQDN client.go-sign-desktop.com to resolve to IP address 127.0.0.1.

The default value client.go-sign-desktop.com must not be changed.

The TLS server certificate will be self-signed and different for each workstation where the client will be
installed. Once loaded into Windows OS, it is expected to be found in the WINDOWS-ROOT CA keyring
(i.e. and not in the personal certificate keyring).

The end users have to ensure that the security settings of their institutions, i.e. firewalls, allow for
installation of the applet/desktop client as well as for code signing certificate revocation check, if not
generally disabled. By default, User Account Control Settings (UAC) are enabled in windows. ADSS
Go>Sign Desktop needs user permissions to make changes on the installing device. Windows always
prompt a dialog to get the user permissions if user granted the permissions then ADSS Go>Sign Desktop
would be installed on the device.

1.3.3 Other technical requirements

Here following a list of items to be checked before starting the test sessions or in case of exceptions
that may block the testing. Internal IT support may be needed to perform these checks because security
restrictions may be in place preventing the end users to complete them autonomously.

e As a general remark, please make sure that the configurations listed in the relevant NSPs
documentation are applied (as a not exhaustive example, the mandatory changes on the pac
file). For further details please refer to the "SWIFT’s Solution for ESMIG U2A Setup Guide Step-
by-Step” document and the “ SIAnet.XS Connectivity Services for ESMIG U2A User Guide”

o In case of certificate exceptions in the browser during first interaction with new Ascertia
infrastructure: add DSS host certificates in browsers keyring (e.g Chrome and Firefox). Host
names following for information:

SIATST esmig-tst-dss.u2a.sianet.sia.eu
SIA CRT esmig-cert-dss.u2a.sianet.sia.eu
SIA PRD esmig-dss.u2a.sianet.sia.eu

SWIFT TST esmig-tst-dss.emip.swiftnet.sipn.swift.com

SWIFT CRT esmig-cert-dss.emip.swiftnet.sipn.swift.com
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SWIFT PRD esmig-dss.emip.swiftnet.sipn.swift.com

The same above URL may need to be added to the browsers trusted sites.

) In case of Cross-Origin Resource Sharing (CORS) issue during first interaction with new Ascertia
infrastructure, please temporarily disable CORS checks both in Chrome and/or FF

a. FF --> https://addons.mozilla.org/es/firefox/addon/access-control-allow-origin/ + Toggle ON

b. Chrome --> "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --disable-web-security
--user data-dir="C:\........ \Chrome" (for single user environment)

¢. Chrome --> "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --disable-web-security
(for multi user environment)

) Check windows host file for the definition 127.0.0.1 client.go-sign-desktop.com

. Check installation / install "client.go-sign-desktop.com" certificate in Chrome and Firefox
explicitly (or check first if it is in all browsers keyring after GSD client installation). Without this exception
error code 404 may be displayed. Also ensure that Firefox is allowed to check / read certificates from
Windows keystore.

It is finally suggested to ensure that one token at time is connected to a workstation during signing
operation.

Running the Application Go-Sign-Desktop

Once the application is installed, it is usually configured to run automatically when a Windows session
is started. However, due to specific security settings, this might not happen, resulting signature attempts
to end with a similar error “Go>Sign desktop not running/installed”. In this case, it is necessary to run
it manually before initiating a browsing session in ICM. It is possible to lookup for the Go>Sign via the
Windows Search bar:

b @
Corrispondenza mi gliore

@I Go-Sign-Desktop
App

Cerca nel Web
L Go-Sign alizza ati Wet >

£ gosign >

L Go-Sign-Desktop
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If the icon is not found, this can be probably linked to problems occurred during the installation. The
local IT support needs to be involved in this case.

1.4.1 Verifying Go>Sign application running

Ensure that the Go>Sign icon is featured in the system tray.

Snagit Edi.. A = )
28.01.2021

In addition, it is requested to verify that Go>Sign is running properly, by accessing the URL

https://client.go-sign-desktop.com:8782/gosign-desktop

The screenshot below is the expected result with Mozilla Firefox:

& BMC Remedy (Search) b 08 T25 - Qutlook Web App b 172.20.129.188/hc/

€« c @ @ & https://client.go-sign-desktop.com:8782/gosign-desktop

150N Dati non elaborati Header

salva Copia Comprimitutto Espanditutto 7 Filtra JSOM
ResponsesStatus: "SUCCESS”

ResponseMessage: "gosign pesktop is running”

1.5 Troubleshooting information - Logging information

ADSS Go>Sign Desktop application has two log levels. First informational, which is for normal use, and
second, debug, which should only be used when investigating performance issues, functionality
problems, etc. For Windows OS and go>sign client configuration, users can view ADSS Go>Sign Desktop
application logs at:

C:\Users\[User_Name]\AppData\Roaming\Ascertia\Go-Sign-Desktop\logs\

10
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and should send the send the “GoSignDesktopLog.txt” when opening the incident to 4CB Service Desk.

1.5.1 Changing logging level

By default, ADSS Go>Sign Desktop logging level is set to INFO. To enable detailed debug logging, follow
these instructions:

1. Go to ADSS Go>Sign Desktop installation path - C:\Program Files\Ascertia\Go-Sign-
Desktop\app\conf\

2. Edit the gosign_desktop.properties file using a suitable text editor.

3. Change the value of the property GOSIGN_DESKTOP_LOG_LEVEL from INFO to DEBUG and
save the file.

4, Stop ADSS Go>Sign Desktop application - right click ADSS Go>Sign Desktop application
icon and select the option Quit.

5. Start ADSS Go>Sign Desktop application - Start Menu

11
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2.1 GoSign Desktop (GSD) Client — Terminal server Installation Guide

Installation steps are reported in the following paragraph; they may subject to further changes /
improvements in order to simplify the overall process. Installation consists in a code upgrade of the
standard GSD single user client plus some customizations into the terminal server environment.

2.1.1 Setup GSD single user client

e Open Command prompt as Administrator

e Execute command: chgusr /install

e then run ADSS-Go-Sign-Desktop-v.6.6.0.xx-win64.msi installation package (currently distributed
6.6.0.14 can be used; 64bit version suggested)

I = | Win
Home Share View
&« v <« appo » ascertia » Ascertia_ADS5-Client-50K-v6.6.0.25-Java-09Apr2021-Banca d'italia » GoSign » Desktop » Win v O Search V
MName - Date modified Type Size

s+ Quick access
[ Desktop
; Downloads *

ﬁlADSS—GO-Sign—DesId:op-vﬁ.ﬁ.O.ZE-WinBZ.msi 1

4/2 1515 PM Windows Installer ...
ﬁ! ADSS-Go-Sign-Desktop-vE.6.0.25-Wintd.msi 421

B

021 5:15 PM Windows Installer ...

Click Next and accept End User License Agreement

ﬁl Go=5ign Desktop Setup — x

Welcome to the Go>Sign Desktop Setup
Wizard

computer, Click Next to continue or Cancel to exit the Setup

’7 The Setup Wizard will install Go=Sign Desktop on your
Wizard.

12
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Please read the following license agreement carefully

End-User License Agreement @‘}.

ASCERTIA SERVER SCFIWARE LICENSE AGREEMENT ~
IMPCRTANT - PLEASE EREAD CAREFULLY:

1.0 ACCEPTANCE.

Lzcertia Limited ("Ascertia™) is willing to license
thiz software (the Software) and documentation
(together the Product) in this installation package
to you a=s an individual or as an authorised
representative of the company or legal entity that
will be using the Software only on condition that
vou accept all of the terms of this license

[]ff accept the terms in the License Agreement

Print Back Cancel

Accept to install certificate:

Security Warning

o You are about to install a certificate from a certification authority (CA)
l % claiming to represent:

client.go-sign-desktop.com

Windows cannot validate that the certificate is actually from
"“client.go-sign-desktop.com”. You should confirm its origin by
contacting “client.go-sign-desktop.com®. The following number will
assist you in this process:

Thumbprint (shal): 395EBSCA TA46CD43 SCETT0AT 11793768 31467100

Warning:
If you install this root certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed

thurmnbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes | | Mo

13
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Select Finish:

ﬁ Go=5ign Desktop Setup

- bt

Completed the Go=Sign Desktop Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back

Cancel

Check that certificate client.go-sign-desktop.com is imported in the (Administrator) User Certificate

store by running certmgr.msc tool:

ﬁ Consolel - [Conscle Root\Certificates - Current User\ Trusted Root Certification Authorities\Certificates]

& File Action Window  Help
e nE 4 EIXER HE

View Favorites

7] Console Root
w Eﬁl Certificates - Current User
~ || Personal
7] Certificates
s~ || Trusted Root Certification
| Certificates
[ | Enterprise Trust
| Intermediate Certification .
[ | Active Directory User Obje:
| Trusted Publishers
| Untrusted Certificates
[ | Third-Party Root Certificat
[ Trusted People
] Client Authentication lssue
115G Trust
7] McAfee Trust
71 Srnart Card Trusted Roots

Issued To

Sl AddTrust External CA Root
51 Baltimore CyberTrust Root
S 1Banca d'ltalia

5 1Banca d'ltalia CA ausiliaria
5l c2prdrecig.internal tssp.net
Sl Certum CA

ient.go-sign-desktop.com

1 DigiCert Assured ID Root CA

5] GeoTrust Global CA

5] GlobalSign
1 GlobalSign Root CA

S Microsoft Root Authority

@Citrix XenhApp/XenDesktop HDX...
5] Class 2 Public Primary Certificat...
[ Class 3 Public Primary Certificat...

[51COMODO RSA Certification Au...
5] Copyright (c) 1997 Microsoft C...

51 DigiCert High Assurance EV Ro...

@Micrnsnf‘t Authenticode(tm) Ro...

Issued By

AddTrust External CA Root
Baltimaore CyberTrust Root

Banca d'ltalia

Banca d'ltalia CA ausiliaria
c2prdrecig.internal.tssp.net
Certum CA

Citrix XenApp/KenDesktop HDX ...

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...

client.go-sign-desktop.com

COMODO RSA Certification Auth...
Copyright (c) 1997 Microsoft Corp.

DigiCert Assured ID Root CA

DigiCert High Assurance EV Root ...

GeoTrust Global CA
GlobalSign
GlebalSign Root CA

Microsoft Authenticode(tm) Root...

Microseft Root Authority

Expiration Date

3/30/2020
5/13/2025
11/24/2034
410/2037
472272022
6/11/2027
7/2/2023
8/2/2028
1/8/2004
1/7/2023
1/19/2038
12/31/1999
1171042031
11/10/2031
3/21/2022
3/18/2029
1/28/2028
1/1/2000
12/31/2020

Intended Pu

Server Authe
Server Authe
<All=

<Al

Server Authe
Server Authe
Server Authe
Secure Emai
Secure Emai

Server Authg
<Al

Time Stamp
Server Authe
Server Authe
Server Authe
Server Authe
Server Authe
Secure Emai
<All=

14
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2.1.2 Download and copy GSD multi user code into GSD client installation path

Please note that the following operations need administrative rights.

Download the updated code for terminal server environments from one of the following URLs:

EAC

https://esmig-eac-portal.u2a.sianet.sia.eu/gosign/download/gsdmu_client

https://esmig-eac-portal.emip.swiftnet.sipn.swift.com/gosign/download/gsdmu_client

UTEST

https://esmig-cert-portal.u2a.sianet.sia.eu/gosign/download/gsdmu_client

https://esmig-cert-portal.emip.swiftnet.sipn.swift.com/gosign/download/gsdmu_client

And

1) copy the GSD.exe file into GSD installation directory
2) replace the existing Go-Sign-Desktop.jar file with the one provided in the above package

3) see below screenshots as reference

m Haome Share Wiew
E =

L s ThisPC » Local Disk(C:) » Program Files » Ascerba » Go-Sign-Desktop »

Lo Mame Date modified Type
# Quick access
a File fiolde
Il Deskiop # e . _
nesrmSendceWrapper File fizlde
* Devernloads *
runbime 14, 1 Al File folde
=| Deocuments o B Go-Sign: Desktop.exe 421/2021 4:36 PM Application
= Pictures + @ Go-Sign-Desktop.ico 1217201 436 PM lcor
conf [ GSD.exs 413 PM Application

IS
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2.1.3

Go-Sign-Desktop-P

logs

;*'r Go-5ign-Desktop.cfg 2170472021 16:36 CEG File

| £ Go-Sign-Desktop.jar 08/08/2021 08:35 Executable Jar

Check this line is already present:

Update go-sign-desktop.properties file

GOSIGN_DESKTOP_HTTPS_PORT=8782

Following two lines have to be added to the go-sign-desktop.properties file (C:\Program
Files\Ascertia\Go-Sign-Desktop\app\conf directory):

GOSIGN_DESKTOP_INSTALLATION_MODE=MULTI_USER

GOSIGN_DESKTOP_LOG_MODE=info

Second property can be used to modify user log level for troubleshooting purpose (possible values:
info/debug).

2.1.4 Create user.info.properties file

Following file has to be created into C:\Program Files\Ascertia\Go-Sign-Desktop\app\conf directory:

userinfo.properties

The file can be created empty and it will be populated by GSD application during NRO-activities
performed by the user.
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The file is expected to have with following access permissions in order for the NRO process to work
correctly:

NETWORK SERVICE user needs full grant

Add Authenticated Users — Full Control if Everyone is not present

) userinfo.properties Properties >

General Secunty Details Previous Versions

Object name:  C:\Program FilesAsceria“Go-Sign-Desktopapp'c

GI’DIJD Or User names:

o futherticated Uses [

S2 SYSTEM
S% NETWORK SERVICE
SR Administrators (C2CRTCTS 1P Administrators)

[ A T T A T "

< >

To change pemissions, click Edit. Edit

Pemissions for Authenticated
|sers Allow Dermy

Full control
Modify

Read & execute
Read

Write

Special permissions

ANANE N NN

For special permissions or advanced settings, F —
click Advanced.

Cancel Aoy

2.1.5 Configure Go-sign-desktop as Windows Service

Current implementation foresees to have Go>Sign Desktop running as a Windows Service via a
Service Wrapper which wraps the Go>Sign Desktop executable binary into a Windows Service via the
NSSM opens source software available at https://nssm.cc/.

To configure service:
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1) Extract archive content “nssmServiceWrapper.zip” to the C:\Program

Files\Ascertia\Go-Sign-Desktop\ nssmServiceWrapper (64bit version suggested)

2) Run Command Prompt as Administrator and enter the following line with respect to

the real location of Go>Sign Desktop:

Service

“C:\Program Files\Ascertia\Go-Sign-Desktop\nssmServiceWrapper\win64\nssm.exe" install "Go Sign
" "C:\Program Files\Ascertia\Go-Sign-Desktop\Go-Sign-Desktop.exe"

B¥ Administrator: Command Prompt

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>"C:\Program Files\Ascertia\Go-Sign-Desktop\nssmServiceWrapper\winé4\nssm.exe"
install "Go Sign Service" "C:\Program Files\Ascertia\Go-Sign-Desktop\Go-Sign-Desktop.exe"
Service "Go Sign Service" installed successfully!

3) Open Services.msc and locate the Go Sign Service just installed:

Go Sign Service Properties (Local Computer)
General |LogOn Recovery Dependencies
Service name:  Go Sign Service
Display name: Go Sign Service
Description:
Path to executable:
-am Files\Asceria\\5o-Sign-Desktop \nssmServiceWrapper'wing4'\nssm exe

Startup type: Automatic e

Service status Running

Start Stop Pause Resume

You can specy the start parameters that apply when you star the service
from here.

Cancel

o Services

File Action View Help
| E G B » o w

. Services (Local)

. Services (Local)

Start the service

o Sign Service

&} Google Chrome Elevation S...

Go Sign Service MName Description

&} Geolocation Service This service ..

&} Google Update Service (gup.. Keepsyour ..

Startup Type Log On As

Manual (Trig..  Local Syste..
Automatic Local Syste...
Manual Local Syste...
Automnatic (0., Local Syste..

\ Extended /(\Standard /
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e Right-click Go Sign Service and choose Properties.

e Ensure “Startup type” is set to Automatic.

e Open the Log On tab and change “Log on as” to this account, then specify the
account NETWORK SERVICE and leave the password blank

Service can be started once installation procedure finalized. (Once service correctly started, IT
Administrator should see process listening on port 8782).

2.1.6 Import client.gosign certificate into Network Service user keystore

When GSD starts it check if there is the client.gosign Desktop certificate in user certificate store ( see
above ) so to start service with user “Network Service” this certificate must be imported in that user
keystore.

It can be done by following below steps:

Using psexec ( download link https://docs.microsoft.com/en-
us/sysinternals/downloads/psexec )

In administrative Command prompt run

| psexec -i -u "nt authority\network service" cmd.exe

oft Windows [Version 18.8.14393
2816 Microsoft Corporation. All r

C:\Windowssystem3

C:\appo\P5Tools>»psexec -1 twork service" cmd.exe

r'l
Copyriy . 316 Mark Russ

Sysinternals . com

then you have a Command prompt opened in “Network Service” user environment so you can start
Go-signDesktop.exe and it will import the client-go-sign certificate

19


https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
https://docs.microsoft.com/en-us/sysinternals/downloads/psexec

BANCA D'ITALIA

BANQUE DE FRANCE

BANCODE ESPANA

Eurcsistema ESMIG UZA Qualified
H EB%BSE%EEANK Configurations
EUROSYSTEM

target

Bl Administrator: CA\Windows'\system32\cmd. exe

-Desktop”

gn-Desktop.exe

Security Warning

You are about to install a certificate from a certification authority (CA)
! claiming to represent:

client.go-sign-desktep.com

Windows cannot validate that the certificate is actually from
"client.go-sign-desktop.com”, You should confirm its origin by
contacting "client.go-sign-desktop.com”. The fellowing number will
assist you in this process:

Thurmbprint (shal): 733FC396 51814A8D 2904A060 412212CE D3B6DIFF

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

Yes Mo

In case of issues with above method please try starting command prompt for “"Network Service” user

environment and

- run certmgr.msc tool

- import directly the client certificate exported from the Current User Store.

2.1.7 Import client.gosign certificate into java « cacerts » keystore

Update ‘cacerts’ file located in

'C:|Program Files|Ascertia|Go-Sign-Desktop|runtime |jre|lib|security’

by loading the “gosign” certificate that Go>Sign Desktop app trusted when it ran for the first time.

The following keytool command to be used:
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keytool -import -alias gosign -file exported-cert-der.cer -keystore "C:|Program
Files|Ascertia|Go-Sign-Desktop |runtime |jre|lib|security |cacerts”

Copy C:\Program Files\Ascertia\Go-Sign-Desktop\runtime\jre\lib\security\cacerts from the first server
to the other terminal servers (if present).

Gosign certificate can be exported via certificate manager as follows:

B c2ertets1gp - Remote Desktop Connection

ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificat.,. — O x
File  Action
e 2F FBIXE= HE

Iﬁl Certificates - Current User
" Perscnal

s || Trusted Root Certification Au

| Certificates

| Enterprise Trust
~| Intermediate Certification Au
| Active Directory User Object
| Trusted Publishers
~| Untrusted Certificates

View Help

Iszued To

[=1Banca d'ltalia CA ausiliaria

=l c2prdrecig.internal tssp.net

gl Certum CA

mCitrix XenhApp/XenDesktop HDX..,
[=;1Class 3 Public Primary Certificat...
[ Class 3 Public Primary Certificat...

lssued By

Banca d'ltalia CA ausiliaria
c2prdreclg.internal.tssp.net
Certurn CA

Citrix Xenfpp/XenDesktop HDX 1.,
Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatic..,

client.go-sign-desktop.com

client.go-sign-desktop.com

“| Third-Party Root Certificatior [Z]COMODO RSA Certifi Open 4 Certification Auth...
“| Trusted People 5 Copyright (<) 1997 Mi AT ALt O
= Client Authentication lssuers || Sgl DigiCert Assured ID R R e [ L rE
115G Trust =] DigiCert High Assurar St port
J Mchfee Trust =] GeoTrust Global CA Copy TR
| Smart Card Trusted Roots =] GlobalSign Delete

[ GlobalSign Root CA ot CA

mMichsuft Authentico Properties henticode(tm) Root...

. - .(—| e o e - .

Contains actions that can be performed on the item.
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€C

services

& ¥ Certificate Export Wizard
ﬁ Save As
&« v « Local Disk (&) » appo » ascertia » v O Search ascertia
Organize v New folder
‘i Local Disk (G5 ~ MName Date modified
appl_bli Ascertia 7/7/2021 5:27 PM
appo Ascertia_ADSS-Client-SDK-v6.6.0.25-Java...  7/7/2021 5:29 PM
Fooway Go-Sign-Desktop-P3 7772021 6:43 PM
bdihostmanag old 77772021 604 PM
Citriz_Virtual_A
IBM
inetpub
LastLogon
Office2016_US.
Perflogs v £
File name: | GSD-client-ceri|
Save as type: | Basebd Encoded X.509 (*.cer)
~ Hide Folders
Trust

2.1.8 Publish applications GSD.exe and Chrome in Citrix Farm

For Citrix Terminal Server environment, please use Citrix Studio console to add a new Application,

assign Delivery Group and “add an application manually” as described:

Add Applications

Studio

+ Introduction
+ Groups
Applications

Summary

Add Applications Manually

Add an Application Manually

You can add applications from the virtual machine in this Delivery Group or from a
different network location.

Path to the executable file:

|%ngramFiIes%\Ascertia\GofS\gnfDesktGp\GSD.exe | l Browse... ]
Command line argument (optional):

| Example: hitp/fwww.example.com |
Working directory:

|%ngramFiIEs%\Ascertia\Gc—S\gn—DesktDp | l Browse... ]

Application name (for user):

|Go-5ign-Desk‘tDp-p3 |

Application name (for administrator):

| Go—Sign—DesktopprI |

oK

Cancel
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Applications
Te add applications, click "Add" and choose a source. Then select applications from that source.
If you choose Application Groups, all current and future applications in the selected groups will
be added. You can also place new applications in a non-default folder and change application
properties,
Name +

k:] Go-Sign-Desktop-p3

Add... ¥ |

Place the new applications in folder:

@ Applications\,

Back " Next | Cancel

To be repeated for all the relevant users.

Before using GSD each user must launch GSD.exe (one time only) application in order to add the right
registry keys in user profile and save the user configuration.

t Eirefox ‘. Chrarme @ Go-Sign-Desktop-p3

Then open browser and start NRO task.

In case of RDP connections to the server, user should connect to the server and launch the GSD.exe
application (only once).

2.2 GSD CLIENT TS installation- user actions

2.2.1 Import client.gosign certificate into WINDOWS-ROOT user keystore

Either via GPO or via certmgr.msc tool (from user RDP session), the client.go-sign certificate should
be imported in the user trust store. Please ensure that certificate will have “gosign” alias/friendly
name after import.

Following steps could be followed for option #2:
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1) log into the terminal server via remote desktop connection;
2) Open Certificate list under the respective user and import the certificate:
'@ ESMIG U2A SWIF
certmgr - [Certificates - Current User\Trusted Root Certification Autho
File Action View Help
= = O &= H
Ifall Certificates - Current User lssued To
o J Personal o gl Banque de France AC Racine
v Tr_usted Root Certification Aut =2IBoF Root CA
_| Certifical
All Tasks > Import.. C

Enterprise Tr
asbank Root CA 2015 Il for

bers of Commerce Root - .
Refresh IBERS OF COMMERCE RO.
3 Public Primary Certificati.

al

_| Intermediate View >
“| Active Direct

“| Trusted Publ
N
N

Untrusted C Export List..
Third-Party | tream International Root (
7| Trusted Peoy Help ) go-sign-desktop.com
certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] — — ] X

File Action View Help

o AFE £ XE = HE

Gl Certificates - Current User Issued To Issued By

o —I Personal glBanque de France AC Racine Banque de France AC Racine

v Tr!.lsted Root Certification Aut 55 BoF Root CA BoF Root CA

.Ejtec::)rrtif:i::t [=z]Bundesbank Root CA 2010 for C..  Bundesbank Root CA 2010 for Cen..

Intermediate Certification Aut 3)Bundesbank Root CA 2015 Il for .. Bundesbank Root CA 2015 Il for Ce..

Active Directory User Object [-zlChambers of Commerce Root - ..  Chambers of Commerce Root - 2008

Trusted Publishers 3] CHAMBERS OF COMMERCE RO.. CHAMBERS OF COMMERCE ROOT ...
(gl Class 3 Public Primary Certificati.. ~Class 3 Public Primary Certification ..

Untrusted Certificates
Third-Party Root Certification 3l Clearstream International Root CA Clearstream International Root CA

CEEREBE

54 client.go-sign-desktop.com dient.go-sign-desktop.com

Trusted People

In order to ensure user is able to correctly import the gosign certificate into its trust store please

double check that the following two keys do not exist:

1) HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\SystemCertificates\Root\ProtectecRoots
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Computer\ HKEY_LOCAL_MACHINENSOFTWARE \Policies\Microsoft\ System Certificates\Root
. Remote Desktop

v Root

oy Certificates
CRLs

CTLs

SMS

2) HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SystemCertificates\Root\ProtectecRoots

Computer\ HKEY_LOCAL_MACHIMNE\SOFTWARE\Microsoft System Certificates\ROCOT

Remote Desktop
RECQUEST

v | ROOT

F oy Certificates
CRLs
CTLs

SmartCardRoot

and that the following key has the permission listed below:

3) HKEY_CURRENT_USER\SOFTWARE\Microsoft\SystemCertificates\Root\ProtectecRoots

APPLICATION PACKAGE AUTHORITY\Software and hardware certificates or a smart card -
Allow - ReadKey

Administrator - Allow - FullControl

CryptSvc - Allow — FullControl

2.2.2 Start NRO task

Once all the above steps will be completed and GSD service running with Network Service user,
business user could start an NRO task.

Right before signing, users are expected to allow execution of GSD user instance in order to allow
start of a child GSD child application that will communicate with the GSD service/parent instance in
order to properly perform NRO task.

GSD child instances will listen on greater ports than the GSD service/parent one and will start
dedicated Go-Sign-Desktop.exe application.

2.3 Issues
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2.3.1 Service do not start

In case of issues with service start, please check and share Ascertia service logs from the following
path:

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Ascertia\Go-Sign-Desktop\logs

See also notes in « 1.3. configure Go-sign-desktop as Windows Service « .

. Services (Local)

io Sign Service Name Description Status Startup Type Log On As
L Diagnostic Policy Service The Diagne.. Running  Automatic (D.. Lecal Service

tart the senvice i Diagnostic Service Host The Diagno... Manual Local Service
&k Diagnostic System Host The Diagne... Manual Local System

% Distributed Link Tracking Cl.. Maintains li.. Running  Automatic Local System

Services K Fe

e
Windows could not start the Go Sign Service service on Local

! Computer.
The service did not return an error. This could be an internal Windows
error or an internal service error.
If the problem persists, contact your systern administrator,

ce

SO o T O T

=G
@Go Sign Service Automatic Network Service

When service correctly started, IT Administrator should see process listening on port 8782.

2.3.2 Failed to load keystore issue during NRO task

In case user is displayed “failed to load keystore” issue during NRO task, please double check and
ensure that gosoign_app.properties file is present in Ascertia user folder and that user is allowed to
properly write in this file (i.e. no GPO or User Account Control restricing access to it).

NRO will not work properly in case GSD application launched by the user during NRO task can not
create and/or update the gosign_app.properties file.

Please ensure that certificate will have “gosign” alias/friendly name in all the keystore where it has
been imported (network service, cacerts and user trust stores).

2.3.3 Other exceptions

In case of other exceptions:

- users are requested to collect and share browser console log and screenshots plus GSD
user/child instance log file

- IT Administrator should provide GSD service/parent log

26




