EUROPEAN CENTRAL BANK D

EUROSYSTEM TARGET - -SECURITIES

General Information (Origin of Request)
[] User Requirements (URD)
X] Other User Functional or Technical Documentation (SYS)

Request raised by: 4CB Institute: 4CB Date raised: 15/12/2014

Request title: Complete Information on Revisions/Audit Trail

Screens in U2A Request ref. no: T2S 0484 SYS

Request type: Common Urgency: Normal

1. Legal/business importance parameter: Low 2. Market implementation efforts parameter: Low
3. Operational/Technical risk parameter: Low 4. Financial impact parameter: No cost impact
Requestor Category: 4CB Status: Authorised at Steering Level

Reason for change and expected benefits/business motivation:

Revisions and Audit Trail - List screen should provide a complete audit trail taking into account all changes
performed by T2S System Users or T2S including status changes (T2S.05.270, T2S.06.600, T2S.16.120 ff.). This
audit trail, sorted by the timestamp when a change occurred, should be displayed in the same manner for static
and transactional data.

Currently, Revisions and Audit Trail - List screen does not provide complete audit trail information for transactional
data (e. g. settlement instructions).

A re-design of the screen layout and content is needed in order to fulfil the above mentioned requirements.
Revisions and Audit Trail - List screen should newly compose information currently available on the current list
and details screens in one screen. Thus, it will provide a compact, systematic and easy to read overview on the
attributes which were changed with their old and new value which is requested in Business Functionality
Document T2S.GUI.OSSE.REV.0020.

Description of requested change:
The re-designed Revisions and Audit Trail — List screen should look as follows:

Revisions — List

Object Type Business Item Identifier
(e. g. Settlement Instruction) (e. g. Settlement Instruction Technical Identifier)
Attribute Name Old Value New Value User Date and Time
[¢] <empty> <empty> <empty> e.g. User123 e. g. 2014-05-28 12-14-16
e. g. Approval Status ‘

e. g. Priority ‘

The need to go to Revisions and Audit Trail - Details screen should still be present, but only for changes of static
data objects. The need to display additional detailed information in e. g. a pop-up window is, according to the
current specification, only present for Unlinking/Linking for settlement instructions and settlement restrictions on
cash and securities. Revisions and Audit Trail information for all other objects should be completely displayed in
Revisions and Audit Trail — List Screen.
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As Revisions and Audit Trail — Details screen should newly be used for comparing static data revision only; there
is no need to have a transactional data audit trail details query. All audit trail relevant information will be
displayed in Revisions and Audit Trail — List screen. Therefore, the query should be dropped and consistently
deleted from the functional documentation; incl. UDFS and UHB. Different sections of the UHB should mention
the correct privileges for Revisions/Audit Trail — List Screen and Revisions/Audit Trail — Details Screen. All
privileges which are not relevant for those screens should not be mapped anymore.

Submitted annexes / related documents:

Proposed wording for the SYS Change request:
UDFS
1.6.4.3.3 Query Management Process, p. 647, Table 161 — Availability of Queries in A2A and U2A mode

TABLE 1 — AVAILABILITY OF QUERIES IN A2A AND U2A MODE

Query Type Initiation via GUI Initiation via XML Messages
y e (U2A mode) (A2A mode)

Tolerance Amount Query X

Transactional Data Audit Trail List Query X

1.6.5.7.6 Billing Data Collection Process, p. 703, Table 170 — U2A Queries and Business Items
TABLE 2 — U2A QUERIES AND BUSINESS ITEMS

Query Name Business Item
Total collateral value per T2S Dedicated Cash Account Query T2S Dedicated Cash Account
Transactional Data Audit Trail List Query Transactional Data Audit Trail List Query

3.3.3.31.2 The T2S-specific schema
ServiceltemNamesandCodes.xlIsx:

UHB
2.5.11.1 Revisions/Audit Trail — List Screen, p. 1211-1213

.. To use this screen, you need (depending on the underlying object) the following privileges
Privileges D 2017]: y (depending ying object) g privileg

' | it trail clotail

' ” it trail dotail
' el : . it trail detai
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Amendment _Instruction for Intra-Position Movement or Settlement Instruction Audit Trail
List Query

Amendment _Instruction for Intra-Balance Movement Audit Trail List Query

Cancellation Instruction for Intra-Balance Movement Audit Trail List Query

Cancellation Instruction for Intra-Position Movement or Settlement Instruction Audit Trail

List Query
Intra-Balance Movement Audit Trail List Query

Intra-Position Movement Audit Trail List Query

Immediate Liquidity Transfer Order Audit Trail List Query

Screenshot 0

Deletion of the screenshot.

Party audit trail query

Residual static data audit trail query
Securities audit trail query

Securities account audit trail query
Settlement instruction audit trail query

T2S dedicated cash account audit trail query

The new screenshot needs to be included. It is currently not available due to ongoing development activities.

Field Revisions-List

Description Object Type Shows the type of the selected object.
. entificati
Business Item Shows the identification of the respective business object.

Identification 1

Business Item
Identification 2

Shows the additional identification of the respective business object.
This field is only available in case a second business identification is

needed.
Userl
Revision/Audit Trail Entry
Attribute Name Shows the name of the field which changed.
Old Value Shows the old value of an attribute which was subject to a change.
New Value Shows the new value of an attribute after the change.
User Shows the identification of the user who changed the data.

Date and Time

Displayed format is: YYYY-MM-DD hh:mm:ss:USUSUSUSHUS

Shows the date and time at which ‘JserZ* the user changed the data.
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Buttons

Details This function enables you to display the details of the selected
revisions.

Next screen for static data revisions/audit trail:

1 Revisions/audit trail — details screen [P Error! Bookmark not
defined.]

2.5.11.2 Revisions/Audit Trail — Details Screen, p. 1213-1217

To use this screen, you need (depending on the underlying object) the following privileges
[» 2013]:

' | it rail i

Privileges

1 Party audit trail query

1 Residual static data audit trail query

I Securities account audit trail query
I Securities audit trail query

I T2S dedicated cash account audit trail query

' idual staticd it ral
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3.11.1.1 View Revisions, p. 1328-1329

To carry out this business scenario, you need (depending on the underlying object) the
following privileges:

' el . . Gt trail i

I Amendment instruction for intra-balance movement audit trail list query

Privileges

I Amendment instruction for intra-position movement or settlement instruction audit trail
list query

I Cancellation instruction for intra-balance movement audit trail list query

I Cancellation instruction intra-position movement or settlement instruction audit trail list
query
I Immediate liquidity transfer order audit trail list query

1 Intra-balance movement audit trail list query
I Intra-position movement audit trail list query
I Party audit trail query

I Residual static data audit trail query

I Securities audit trail query

I Securities account audit trail query

I Settlement instruction audit trail privilege

I T2S dedicated cash account audit trail query
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Intra-Balance-Movement nstrEorintra Cash-Account Object Type
FDetQ
j -
Amendn S L for BBQ_/wmal Object St SEEEREiRaS RS
IE"E'aI FESER R gl'. ”SIE“E'I £l Objest-Type
" s C | :
Cancellation-nstructionfor ~ DDQ-Canc Object T2S Dedicated  nfa
tntra-Balance-Movement tastrintraBa Cash-Acecount
FrLisQ
} i —
Ganeellatlleln Instruction-fer bBQ_GCane Objeet St SEEEREiRaS RS
R P LSRR SRR Objest-Type
Set.tlle'.' SRRRSRERR R HSQSI'IQ“ 2
Cancellation-nstructionfor ~ DDQ-Canc Object T25 Dedicated  Transactional Data
Intra-Balance-Movement InstrintraBa Cash-Account Object Type
FrbetQ
Cancellation-nstructionfor ~ DDQ-Canc Object Securities TransactionalData
Intra-Position-Mevementer  InstrintraPo Acecount ObjeectType
Settlementinstruction-Audit  sMovAudTr
TFrail-Details Query PetQ
Hold/Release-Instruction BbQ-Held Objeet Sectutrities nAfa
At hrails st Query I%el_elns_lth_x EEB
Query
Hold/Release-Instruction BbQ-Hold Objeet Securities Fransactional-Data
Audit-Trails-Details-Query RelelnstrA Acecount ObjeectType
i Teail
Query
ansOrderA
udTrhistQ
mmediate Liquidity Fransfer BBQ—tmm Objeet F2S Dedicated  Fransactionalbata
Order-Audit Trail Details edLiguidTr Cash-Account Object Type
Query ansOrderA
udTrdettQ
Intra-Balance-Movement DBQ-Intra Object T2S Dedicated  nfa
i S ~as)
Aichit-Fraibist- Query i TraillLi
Query
tntra-Balance-Movement BBQ-lntra Object F2S Dedicated  FransactionalData
Audit Trail Detail Query BalanMeovA Cash-Acecount ObjectType
it Trail
Query
Frail-List Query PosMovAu Acecount
Query
Intra-Position-Movement-Audit DDOQ—Intra Object Securities FransactionalData
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it Trail
Query

Party Audit Trail Query PDQ_Party Object Party Object Type = Party
AudTrailQu
ery

Residual Static Data Audit SDQ_Resi System n/a Object Type is not

Trail Query dualStaticD Party, T2S Dedicated
ataAudTrail Cash Account,
Query Securities or Securities

Account

Securities Account Audit Trail SAQ_Secu Object Securities Object Type =

Query ritiesAccAu Account Securities Account
dTrailQuer
y

Securities Audit Trail Query  SEQ_Secu Object Security Object Type =
ritiesAudTr Securities
ailQuery

TrailQuery nstructAudi Account
FrailQuery

T2S Dedicated Cash Account DCQ_T2S Object Party Object Type = T2S

Audit Trail Query DedicCash Dedicated Cash
AccAudTrai Account
IQuery

6.3.3.143 Privileges for GUI Screens (Revisions/Audit Trail - List Screen), p. 2017-2020

lntra-Balance Movement pstrEotntra GCash-Acecount Object Type
TrDetQ

Intra-Position Movementor  asintrPosM Account

SettlementInstruction Audit  ovSetinsAu

Trail Details-Query dFrDetQ

. . = . . .

Cancellation-nstruction fer DDQ_Cane Object 2S-Dedicated I|a.nsaetenal Bata

"'E'al. Bala.'l ice M.el "e;" il II“SE'"'E'aBaI Cash-Aceount ObjectType
TFrDetQ

Cancellation-nstructionfor ~ DDQ-Canc Object Securities nla

Intra-Position Movementor  InstrntraPo Account
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Hold/Release-Instruction BbQ-Hold Objeet Securities Fransactional-Data
Audit Trail Details-Query ”el.ems.l“” HEII ObjectType
Query
Query ansOrderA
udTrdettQ
m : :
Intna. BE*IE.“'GS I.I.euen e BBQintra Objeet 2S Dedicated |IEl.IISElEEGIIEl Daia
Audit Trail- Detail-Query Ballan '.lg“ N Cash-Account ObjectType
Query
: : m = :
|IIEIE.l| gs".g“ Movement-Auait BBQIRtra Objeet Securties |IEl.IISElEEIGIIEl| Daia
Frail-Details-Query Illesl.llelw o HEI ObjectType
Query
TrailQuery AstructAudi Account
TrailQuery
Amendment Instruction for DDQ_Amdl Securities n/a
Intra-Position Movement or nsintrPosM Obiect Account
Settlement Instruction Audit  ovSetinsAu =2
Trail List Query dTrLisQ
Amendment Instruction for C eandl Coolbegiesed e
nstrForintra ~, . Cash Account
Intra-Balance Movement oo Object e
Audit Trail List Query BalMovAud
TrLisQ
Cancellation Instruction for Lo Lene Sl I/a
InstrintraBa , . Account
Intra-Balance Movement “o .~ o Object e
Audit Trail List Query lanMovAud
TrLisQ
Cancellation Instruction for DDQ_Canc T2S Dedicated n/a
Intra-Position Movement or InstrintraPo Obiect Cash Account
Settlement Instruction Audit  sMovAudTr =2
Trail List Query LisQ
DDQ_Imm T2S Dedicated n/a
Immediate Liquidity Transfer edLiquidTr Obiect Cash Account
Order Audit Trail List Query  ansOrderA =Dlect
udTrListQ
DDQ_Intra T2S Dedicated n/a
Intra-Balance Movement BalanMovA Obiect Cash Account
Audit Tralil List Query uditTrailLis —2€Ct
Query
DDQ_Intra Securities n/a
Intra-Positon Movement Audit PosMovAu Obiect Account
Trail List Query ditTrailList =Dlect
Query
Party Audit Trail Query PDQ_Party Object Party Object Type = Party

AudTrailQu
ery
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Securities Account Audit Trail SAQ_Secu Object Securities Object Type =

Query ritiesAccAu Account Securities Account
dTrailQuer
y

Securities Audit Trail Query  SEQ_Secu Object Security Object Type =
ritiesAudTr Securities
ailQuery

Settlement Instruction Audit DDQ_Settll Object Securities n/a

Trail Query nstructAudi Account
tTrailQuery

T2S Dedicated Cash Account DCQ_T2S Object T2S Dedicated  Object Type = T2S

Audit Trail Query DedicCash Cash Account Dedicated Cash
AccAudTrai Party Account
IQuery

Residual Static Data Audit SDQ_Resi System n/a Object Type is not

Trail Query dualStaticD Party, T2S Dedicated
ataAudTrail Cash Account,
Query Securities or Securities

Account

High level description of Impact:

Content (complete audit trail) and Layout (structured overview, easy to read) of Revisions and Audit Trail — List
screen have to be updated according to the CR in the documentation and software.

Outcome/Decisions:
* CRG meeting of 15 December 2014: The CRG recommended the approval of the Change Requests.

* OMG on 6 January 2015: During a written procedure from 19 December 2014 to 6 January 2015, the
Operations Managers Group did not identify any operational impact of the Change Request.

* Advisory Group’s advice on 20 January 2015: Following a written procedure, the AG was in favour of the
Change Request.

* CSG resolution on 21 January 2015: Following a written procedure, the CSG adopted the resolution to approve
the Change Request.



