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LET'S GET ACQUAINTED

DIEDERIK.PERK@FOX-IT.COM
THREAT INTELLIGENCE ADVISOR
AUTHOR/SPEAKER/TRAINER
WEAK SPOT FOR CARTOONS & MEMES
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FROM PAYMENT SYSTEMS TO SURGERY
NOIOLVN

KNOW THE RISK BEFORE IT IMPACTS YOU



PHYSICAL WORLD NOT SAFE FROM HARM ¥ "




SECURITY’S JOB IS TO INSPIRE TRUST

CANNOT BE DONE IN ISOLATION



ISSUES IN AND AROUND THE OFFICE

WHAT DO YOU SEE?



TWO SIDES OF THE SAME COIN v roxt

Blue Team Red Team

Vulnerability-centric Threat-centric

‘Cyber Hygiene’ / ‘Active Defense’




STATE OF THE FINANCIAL SECTOR

ATTACKS AS A DAILY ROUTINE
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ORTRAIT OF A MASTER THIEF

WANTED

B Y "II"EXE. E " 12X

Conspiracy to Participate in Racketeering Activity; Bank Fraud; Conspiracy to Violate the
Computer Fraud and Abuse Act; Conspiracy to Violate the Identity Theft and Assumption
Deterrence Act; Aggravated Identity Theft; Conspiracy; Computer Fraud; Wire Fraud: Money
Laundering

EVGENIY MIKHAILOVICH
BOGACHEYV

Aliases:

Yevgeniy Bogachev, Evgeniy Mikhavlovich Bogachev, "lucky12345", "slavik”, "Pollingsoon”

DESCRIPTION

Multimedia: Images

Date(s) of Birth October 28, 1983 Hair: Brown (usually shaves his
Used: head)
Height: Approximately 5'9" Eyes: Brown
Weight: Approximatelv 180 pounds Sex: Male
NCIC: W890989955 Race: White
Occupation: golgacht\' waorks in the Information Technology
¢

Remarks: Bogachev was last known to reside in Anapa, Russia. He is known to enjoy boating and may travel to
locations along the Black Sea in his boat. He also owns property in Krasnodar, Russia.
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FINANCIAL MALWARE LANDSCAPE
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@ zeus_atOm@businessclub.so & (11/12)
watim

¥ Crypter's (2/3)
pcdy 2
“eryptdyou

@ mrlapis

w7 spam (4/4)
“pdot
“%j.p.morgan
“roach

s7uho

« Team leader (2/2)

# Technical support (3/3)
“chingiz

ded

7 kykypyky

A FRAUD OPERATION

¥/ FOXIT

Businessclud [T
Alex/Bentley Slavik
Financial guy” Sole supplier
of malware
and backend
infrastructure
Support
i Third party Suppl|ers
xMan Ded Chingiz Kykypyky (Blackhole, Andromeda, Cutwall, -
Developer g =
Paunch
Sboy2004
Caramba
o 28 backend instances (including debug)
{am q aqua. 2511 hcmedbgdbgd ectoria, fav, grutik, hard, it, main, main1, main2,
ma\3 4 in5, mainé, milan, morgan plypbl solo, spa, pp}




VALUE MAY BE PERCEIVED DIFFERENTLY

NICE GRAPHICS PROCESSING UNIT (GPU) YOU HAVE THERE...
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MULTI STAGE FRAUD ATTACK
BY BANKING TROJAN




CONDITIONS AND COUNTERMEASURES ¥ "

N

= \olume

= Velocity [ Value

All infected devices Hardening

= Veracity Browser based online

banking

Sinkhole C&C

Malware Analysis

Sufficient
funds

Retroactive Hunting

Customer of
O targeted bank

:

Successful
transaction

NN N NN

Anomaly Detection




(GOING AFTER BIG FISH

TRANSFER FUNDS OUT FROM WITHIN



Local Bank

Clearing Bank

Mational Bank

Overseas
Mational Bank

THE MONEY TRAIL

Transaction
date

$951
million
35 orders
Via SWIFT
global bank

messaging
system

Via New York Fed

Via New
York Fed

BANK OF BANGLADESH

FEB. 4-5, 2016
lj ViaRCBC
Slo l Four
million U.S. dollar
5orders accounts
million
30 orders
Blocked
Via Pan Asia
Banking Corp.

Sources: Philippines Court of Appeals documents; Reuters
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| FEB.5-13 |
2 ==

. Via Philrem $3l
million

s 81 RECIPIENT

million Weikang Xu

RECIPIENTS

Four Filipinos 529
million

520 RECIPIENT

million Solaire”

RECIPIENT

Shalika 21

Foundation million

Blocked RECIPIENT

Hackers Eastern

misspelled Hawaii

name of .

the NGO Leisure Co.

— * A casino resort owned and

operated by Bloomberry Resorts

W. Foo, 31/03/2016

{4 REUTERS
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CARBANAK

How the Carbanak cybergang stole $1bn
A targeted attack on a bank

1. Infection 2. Harvesting Intelligence 3. Mimicking the staff
Intercepting the clerks’ screens How the money was stolen
Carbanak

backdoor sent
as an'attachment

Online-banking
Money was transferred
tofraudsters’accounts

. E-payment _sfétems
Money was transferred
to banks.in'China and the US -~

Bank
employee

E Emails S ; il ¢

with exploits tran sfer N < Inflating account balances’
Credentials : System S : ~The extra funds were pocketed
stolen Can i : via a fraudulent transaction

100s of machines infected 5

in search of the admin PC . Controlling ATMs

Orders to dispense cash ata
pre-determined time




DEVELOPMENTS IN REGULATION

BLAME THE VICTIM?



FOXIT
Legislation, Guidance, authorities and initiatives.... v fex

European Commission

G7 fundamental
NIS Directive

National CERTs

From Cyber Threats via Cyber Security to Cyber Resilience www.ech.europa.eu

elements
CPMI-IOSCO

Guidance Oversight

framework

SIPS

Regulation



HOW OPEN IS OPEN BANKING IN TERMS
OF SECURITY?

EXPOSURE VS. EXPLOITATION



Threat Actor Method Result

MITM Extortion
- - Supply-Chain Attack

Organised Crime Groups Identity Theft

Trojan App

Credential Theft Fraud
Nation States

Traffic Analysis

RAT Espionage
Insider Threats

Wiper
Competitor Organisations

Data Manipulation Disruption

Hacktivists DDOS/SQL Injection



ADOPTION RATE

Ear|y Early Late
Adopters I\/\ajority I\/\ajority
13.5% 34% 34%

Laggards

Innovators 16%

2.5%

From E.M. Rogers, Diffusion of Innovations, 4™ edition (New York: The Free Press, 1995)
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SCENARIOS AND SIGNPOSTS wESH

Impact
. Rogue TTP
Extortion i I
GDPR fine *
Fraud
. Likelihood
Commodity Fraud — —
Scalable vulnerability *
1 Extortion

Rogue TPP spyware

Business model without ROI



COUNTERING THE ADVERSARY

WHERE THEY RESIDE



INTELLIGENCE DRIVEN SECURITY v roriT

) Incidents
Tools, techniques & procedures = Events where things went wrong

= Attack types
e Indicators — H

= Fingerprint for detection
e ‘
INDICATOR

INDICATOR

Reactive
SOC analysis

Proactive
intel research

EXPLOIT
TARGET
EXPLOIT

TARGEY Sighting 1
: EXPLOIT 6 OBSERVABLE
ACTOR EXPLOIT
TARGET EXPLOIT OBSERVABLE
TARGET
Threat actors @ @

= Bad guys Exploit targets
Observables

= Vulnerabilities / CVEs
= Anything you see in the cyber domain

THREAT Sighting 3

THREAT ACTOR EXPLOIT

ACTOR TARGET Sighting 2

EXPLOIT
TARGET




REAL-TIME RESPONSE CAPABILITY

A SOC is a team pr‘i‘marily co’mposed of sec;urityu
analysts organized to detect, analyze, respond

/ to, report on, and prevent cybersecurity incidents
N e - ’
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“EVERY SOLDIER A SENSOR”

WHAT YOU CAN DO






