
FOR THE FINANCIAL SECTOR



Introduction

State of the financial sector
 Attacks against customers
 Attacks against institutions

Regulations on the horizon
 GDPR on data protection
 PSD2 on open banking

Confronting the challenges
 Response capabilities
 Your part of the puzzle

Content Outline



Let’s get acquainted
Diederik.perk@fox-it.com

Threat intelligence advisor

Author/speaker/trainer

Weak spot for cartoons & memes

mailto:Diederik.perk@fox-it.com


From payment systems to surgery 
rooms

Know the risk before it impacts you



Physical world not safe from harm



Security’s job is to inspire trust
Cannot be done in isolation



Issues in and around the office

What do you see?



Two sides of the Same Coin

Blue Team
Vulnerability-centric
‘Cyber Hygiene’

Red Team
Threat-centric
‘Active Defense’



State of the financial sector

Attacks as a daily routine



When you see this…



Portrait of a Master thief



Financial malware landscape



A Fraud operation



Value may be perceived differently
Nice graphics processing unit (GPU) you have there…



Multi stage Fraud attack
by Banking Trojan



Conditions and Countermeasures

 Volume

 Velocity

 Veracity

Value

≠



Going after big fish
Transfer funds out from within



Bank of Bangladesh



Carbanak



Developments in regulation
Blame the victim?





How open is open banking in terms 
of security?

Exposure vs. exploitation



MITM

Threat Actor Method Result

Supply-Chain Attack

Trojan App

Credential Theft

Traffic Analysis

RAT

Wiper

Data Manipulation

DDOS/SQL Injection



Adoption Rate

Early
Adopters

13.5%

Early
Majority

34%

Late
Majority

34% Laggards
16%

Innovators
2.5%

From E.M. Rogers, Diffusion of Innovations, 4th edition (New York: The Free Press, 1995)



Fraud

Extortion

Scenarios and signposts

Extortion

Commodity Fraud

Rogue TPP spyware

GDPR fine

Scalable vulnerability

Business model without ROI

Impact

Likelihood

Rogue TTP



Countering the adversary
Where they reside



Intelligence driven security



Real-time response capability



“Every soldier a sensor”
What you can do



Q & A


